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[e) KN
=]

k]
O QIE| I ETEE A Auo] 5] EPEUGT A AEE Z27}5}0] UNLPASSZHS

o

O WA AAFEF A LE2: AF2| Q1 EDI W43 QIE Yl EDI R4 0.2 -2 & of 13

) )
+&H L U=

L] ZAREA| R O] QoJ A= 1999 ZAPFAIA] AEl(Investigation Information System)
2 AJFe 2 20034 o T H A AE](Customs Data Warehouse) S £H4J 513

2000 of] AR of 3§ A} H A 2~ Bl (Advanced Passenger Information), 2001 of = A}

(it

T oo

E]

FAIARA| A -] (Post-Auditing System) ©] 7Hs-5] -
= =

TAHEA LGS B FAF90 2y oE s o Adstr] 9
ER2E E Yiaael o3as 5 o) AR E £3ele] Y HEZT o

5 ME3] U= A AEH Y5

£

8 AAH F AR (single window) 2}

[‘ll"
n

O AR AT ol2a 9]
AR ETA 28] UNI-PASSE 24 © 2 Abu] &

L. E3AdUA(Single Window)

Lladgl g 25324 E, A%, dofEe)S =l vhdshy| fsiAe sides
-

QA817) o] 5218 o] Aol AE ok AL} 2] Ho




12

O FHHLAF7F =AE7] Mol Aldat a4l e AlAg), Ala da), J 5

5 AR H el A7 E 98

H
=
— AlEe] pdalalet e AEel 7w 8 S EEAlE
— TUALA Y} 2 ASAAEA A Al FEFE U TE DS

O SR agTe 9ol 9 o4 E2oE Aurt 3 9 dEt 2o B
4 BE RS BTbEE AR wE )
2T FAE Aole] Akt AREEE /HssH SHe 119 o), Juol B
_]

W3S 95t FARES o] &
0 Ao} KolglA Afole] ArAGo] 7, A4 Elof Wl Wl Agrow 2
A5 gkste] 7]

DIWCO 59 FA7| 0] BaetaaT 230 uol teh BAg e FUHARTE T

Seete] RARY FUGAYTE TANEIClH Busle] AR
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7) FGH, RERAYY PRt T3 Avtel 2 aclel B UFH AT, PSP PR, B
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o 23t

o Tejulg W shEAI2ju]g-0] A% 27 20001 o] Tl u] 8 Azt

O AA7E 19} GHNLZ ol 2] AAFEAS M 5ha SBFTL 4470 A 28, 2%
T 9030l 4] 305.0.2, THAISHFE OAIRbO A 4 3417k0.% 247} B3

0 +24 BEFO| F7HR AT TG EZof uls) FPglo] £EYTH A Uo] 7}
531 Hlo] 27k 41159 9] A2EY 288 oAk FapUAl

CUNIPASS SHGAFS] B4 0 2 B 57| o] AR %2} £59 JRA o] glo]

A A o] BESFTHE Ho] A7 5 9810

0 BAHE] FEA AR Q) FAAFA Y AU AR S FR L 1A
A7} 0he] R DBYF 34

O WFR O] T A £RKISS), $EU5
9] Port-MISS AAZE| X Gk

0 71 EDI $TZE 1Y u]isto] UNLPASSY] AIFEL Au|AFE LGOI
A, WSS, TARER A H G, AR FO2 Uekd

E

% & 3](ASPLINE), = E 3]

L) f-eluehe) Aabg A agol A = A Qe S5 BH 5 Y EDI 47} s

2| EDI 9H4]0] HaE| 1 9low, 2008\ 7% Ae] o] 80| TS s

_

s

o
£17)

O FEA EDI Aol 7 ALA7L EDI HAIS A4 5to] VANIS ZA|AFI 4ol KINET

15) A=l - F4=(2008), p. 73

16) el - FH=4(2008), p. 79
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1. National Targeting Center
7). w3
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[12001d 94 11do] TR Hi2= v|=2] =19 AA O 27|24l ®igkE 7HA4 2
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O 2002 =+EFHE H(Act to establish the Department of Homeland Security and for

the other purposes)©] EEHA 2003 1€ FEEF(Department of
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[ =R E(DHS) = S 871 741, 22701 9] =7 AAaa 7| e
o2 F7Ho] ul=k IA|H(U.S. Customs Service)S AEQFH FLof| 7|5 o] Fzfo] 3
Al=7 B & =H(U.S. Customs and Border Protection; CBP)©] &
O MEQHF 98 ATE O =743 wEEAA4 Hd, @ H2l T4 A
AAsfol et wldHiH et tis, © HFAST71E ZdT H2 ol o
T Q= Welsd AN, @ vl Yol HE Aot HEE +F - B
7h- 24 S 7R Y BT 5
O TAHAH BT HCBP)= 42 AT 9=t A
T AT 28 A5 WSk SRk (security) 72F

<
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Executive
Secretariat
Wilitary Advisar

SECRETARY

Chief of Staff

DEPUTY SECRETARY

SCIENCE & NATIONAL PROTECTION
MANAGEMENT roLICY LEGISLATIVE AFFAIRS PUBLIC AFFAIRS
aoE TECHNOLOSY 3 PROGRAMS =2l GENERAL GOUNSEL AN il INSPECTOR GENERAL
Under Secetary e s Assistant Secretary Assistant Secretary Assistant Secretary
I
chief Finanaial
HEALTH AFFAIRS INTELLIGENCE & OPERATIONS ChaChame s CHIEF BRIVACY CIVILRIGHTS S CIVIL | | COUNTERNARCOTICS
Assictant Secratary! ANALYSIS COORDINATION i LIBERTIES ENFORCEMENT
Ghief Memoal Officer Unoer Secretary P omoer Direstor
FEDERAL LAW HATIONAL
ENFORCEMENT el CYBER SECURITY
TRAINING CENTER al CENTER
Direczor 2 Directar
TRANSPORTATION
SECURITY U.3. CUSTOMS & BORDER U.5. CITIZENSHIP & U.5. IMMIGRATION & . FEDERAL EMERGENCY
ADMINISTRATION PROTECTION IMMIGRATION SERVICES || [ cusToms EnFORGEMENT SR S MANAGEMENT AGENCY B
Assistant Secratary Commissioner Directar ‘Assistant Secretary 3 Administrator £
Adminisirator

A& U.S. Department of Homeland Security, http://www.dhs. gov/xlibrary/assets/DHS_OrgChart. pdf

O 913lere] 71 o] nws), ety lgil 9 98h7]49] &3t 4oy gL vj5e =

A2t o] YA 715 S A7)

O =74 AA} o] YA 7] 9] Sefigh TAIA Aol 4] HE 1] o] F EF A
oA 1oF HAE FR - AR FHAZ|E X
off o] Foj R =& s},

O #F gelo] &gt 2719 HAF 52 TAAA | A, & =& AlTte] o]
oA =5 gt

O WAIFZHETA(CBP)= 24-Hour Rule, ZHo]YSHAZX](Container Security

Initiative; CSI), 94242 %] (Secure Freight Initiative; SFI) 52 4>8§5to] v|=-<9]

28) HANL, (7@ ate] 71| rrek whdukete] Bt A, THAske] Ay, A6 A3E, S=tA|E
3], 2005. 8, p. 17
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2790 BAALE Yol A thgo] THselms 3

0 w3 ARV Z 9T 17 %9] B3} $U| V] T2 55 9- 11 27t
AJS} 2001 of] National Targeting Center(NTC)E- A H3}o] &Fs5tal

O NTCE: TelH AR} 3] 27 U] WAL wh] S8, slgeel /) 2 A 4
MAR 2 M (argeting) o] B R E 7], e, AT HEL2HY

(A8 I-2) 0|=2| SSAA AHHeks flet CBP &

C
-=: Packaging and Shipment Pt of arigin Tranzshipment Part of entry Stormage
= camgoorgnation  consolidation port Shiprent
;';: Errpty container Storage deconsclidation
]
B === JEiE
=
2 C-TPAT
=
o Cargo screening / ATS
-
o 2ad-hour nule
3 Examinstion
o cEl of high-rigk
= containers at
= LIS, ssaports
5FI

A& GAO, “Supply Chain Security,” 2008, p. 19

2) National Targeting Center

7t) 281 oM

(12001 94 11 gl &7} EASHA =&} S92 m]=hA|EH(U.S. Customs Services)< 10
Y 21Y FAAAE=(Office of Border Security; OBS)S 2|5kl 11¢¥€ 1045
71HE 1A E] 3529

29) GAO, “Supply Chain Security-Examinations of High- Risk Cargo at Foreign Seaports Have Increased,
but Improved Data Collection and Performance Measures Are Needed,” 2008,(GAO-08-157), p. 51
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O OBS+ 20024 10€ 9]l National Targeting Center= 7] & 3 2003 1€ o] Virginia
&2 o]HstHA gfd

O HIZZ 23 K22 /fHOo R 2003 1Y€ FEQJFAE(DHS) 7} AHE 1L 72 3

==

39 1] A ZHU.S, Customs Services)©] A =7 =+(CBP) 2. 2 &3}
O A= =1(CBP) 2] A7 o] NTC= the|&-52] WA| - oo Hp & Aahs

S g

(] #A=74=(CBP)& NTC A& 93t S HH(targeting strategy)= A3kl 1| A
(mission)S F-0{§30)
O Zx Az 9Ty YA (Risk management principles), A& 3}4 2F(Layered
strategy), AHs-SHA| 2Bl (Automated systems), g & (partnerships)
O A&l FH(Layered strategy) 2 $] gt Al 3fHFQ13D
— 24-Hour Rule, CSI &-&
— NTC2} Local Advance Targeting units <<%
— w324 A ZAH(Non intrusive inspection exam)2} A& 3 AHphysical exam)
— HH| R AT E H 2 2 23 (Customs  Trade Partnership Against Terrorism;
C-TPAT)

O &2 ¥ 2 (Risk management principles)

— AP AE A A A Hl(Advanced Automated Systems) &2 ¥ E- oA A3

AR o] Ao A5 o] AHES A
— HAA X (raw field information) G-&3} A H 3}
O NTC®] 1|4 (mission)2 74 FHA|=HCBP)©] =E Whe| 2252 A Ysta Fest

L
=39

30) U.S. Customs and Border Protection, “National Targeting Center Seventh International Export
Control Conference,” September 21, 2005, PPT A}& ZFZ, http://www,exportcontrol,org/
library/conferences/1379/001_Targetting &_Risk_Management_-_Anna_Peterson, pdf

31) U.S. Customs and Border Protection, “Cargo Security Strategy In the Post 9/11 ERA,” PPT A&,
http://www.rutner.com/LOGT4232/CBP. pdf
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(38 1-3) BAIZZR(CBP)S ZXE

POLICY 5 PLANNING COMMISSIONER
Chief of Staff
DEPUTY COMMISSIONER I
EQUAL EMPLOYMENT ) .
OPPORTUMITY Executive Secretariat
I T T 1
INTELLIGENCE &
BORDER PATROL AIR & MARINE FIELD OFERATIONS '“TEﬁgjg'g”“" OPERATIONS
COORDINATION
I T T 1
INTERHATIOMAL
AFFAIRS AND TRADE COMGREZSIONAL PUBLIC AFFAIRS INTERMNAL AFFAIRS CHIEF COUNSEL
RELATIONS AFFAIRS
T T T 1
TRAINING & HUMAN RESOURCES INFORMATION & SECURE BORDER
DEVELOPMENT MANAGEMENT TECHHNOLOGY INITIATIVE FINANCE

A& “U.S, Customs and Border Protection,” Performance and Accountability Report, 2008, p. 33

L) Z=={at 2l

o

CINTCY] =& ARHANT SXWNE Yio] NTC-Passenger(NTCP)2} NTC-
Cargo(NTCO) 2 &9 =1 ¢S
O AY FA| NIC= AN 22N E SAl o #elshe shte] 2208 29
A, 20079 3 12 F7He NTC g te] &) B o) mhg 23] of utet o]
<] 5}E132)
O QJRAF7| U] F2HEE 84 NTCPF NTCCO| ARF-A o
golatA Eofet A&

rlr
)
1
N
i
1
fu

32) GAO-08-157, p. 51
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(Z M-1) NTCQ| XL B2 &=y|z

NTCP - @2 57| NTCC- @8 42713

ol

HoH BTl (U.S. Coast Guard)
vl A= (Federal Bureau of Investigation)
HFSIL H 0L (Federal Air Marshals)

o ©°

e e

21oF4 (Food and Drug Administration)
=-HE=H(Department of State) "
[e)

o}
- = (Department of Agriculture)
2494 & (Transportation Security Administration) I P &t

e

A (Department of Commerce)
O] A% B = (Immigration and Customs Enforecement) o= (Depy

e HEA Y EAA

(Financial Crimes Enforcement Network)33)

A& GAO, “Supply Chain Security-Examinations of High- Risk Cargo at Foreign Seaports Have
Increased, but Improved Data Collection and Performance Measures Are Needed,” 2008, p. 51

l

CINTCO] A z7] DAl 269 2] 2 A(JH 5 23hHo] 5 a3 F o 20054 3
A FA) oF 60 o|Afo = ShfE
O NTCO] FAYL d(watch commander)d} Zloju, 2Z]e HAF

=
(inspector, filed officer), A1 A 7H(targeter and analyst) @} 71Ef AE7}2 Lo

Z]34)

— ARRAYS FTHORE THFEA gk oF 0-1202 FF PR3

— ATEEA7HE 20041 407, 2005 46702 =)o) NTC £]9] 4] 2]
2 0]36)

O NTColl= Q4 47]gholl A s FRUE 2o FE5} QS

33) 190041 ARE w3 AR Ak FEAREA7)T
(& http://en. wikipedia, org/wiki/Financial_Crimes_Enforcement_Network)
The Financial Crimes Enforcement Network (or FinCEN) is a bureau of the United States
Department of the Treasury that collects and analyzes information about financial transactions in
order to combat money laundering, terrorist financiers, and other financial crimes, The Financial
Crimes Enforcement Network (FinCEN) is a network, a means of bringing people and information
together to fight the complex problem of money laundering. Since its creation in 1990,

34) CBP ¥#2 A&, http://www. cbp. gov/xp/CustomsToday/2003/june_july/ntcfinal, xml
35) DHS 92 AR, hitp://www.dhs,. gov/xnews/releases/press_release_0506.shtm
36) CBP Y2 AR, hitpy//www, cbp. gov/xp/CustomsToday/2005/March/ntc. xml



CINTCE] Hghe u ol A] o 4= Gl0] STATH(CBP)2) BE W= 252 X5}

al

O H|#7Fs 8212 &213}7] 93] tactical targeting2 4=3Y

0 2HEl(Advanced Automated System)2- ©]-83510] ZAR(sweeps)
— A5 AT Al A E (Automated Targeting System; ATS)S 74t
ok R (DHS)9 AR AR Fe] 27b7] kel W eE S
A= EAANS A bR o A Ygs =

o B Ao et A B thg- YA H 0T HE 20417 o] BT} F2A

o O

O Special operation®f tjgt 2|

LINTCP= d=Ate] Hieh ¥ AEE AlEste], Addee] =74 Ul AU Ao 4

Walal O A E AN ES 2AME = U E | Yok AT 42358
O A A d] o] WA nonimmigrant) o] =357}l

O HZ 2| AEL WA H HIA| &, =, 24 Fofl gk &l 3]

o WheelEE S ek o nylne] Beld An 04

O Immigration Advisory Program& $]3F ALA 520 2 A 25

O HIH | A2EHFTANE (Terrorist Threat Integration Center) 2} H| 2] 2] A EZFAJAl
E{(Terrorist Screening Center) A]¢

o FACIWI TRl FRHANE Thulsh] g LHFANIAE Centers
for Disease Control and Prevention) 2] A &%

O H|APHA| 2 713 (Visa Waver Program)S A| 3§35} Q= 27l A] n|=+o 2 Q=+
sz o YA=oll tgt Al (screen)

— N 2-& o35 A A AA] A "”l(Electronic System for Travel Authorization; ESTA)S-

37) U.S. Customs and Border Protection, “National Targeting Center Seventh International Export
Control Conference,” September 21, 2005, PPT A}& ZF=x,

38) U.S. Customs and Border Protection, “Performance and Accountability Report,” 2008, p. 18
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LINTCC= 3=t #ra = o] "Hlg 98 o] =2 11913 3a(high-risk cargo) 9] B4 2 3
AL B-Eo AUk, S b Ao gk iy FEE AE3Y
O 3h= P %2 X] 9] of| 2= CSI, SFI 50| Sl
O A= ZANin-depth research), ATS SHE&HA 7|

=
AL XA o]

— 1=

Lo
i

fljo

= ol o= wHE 9
@) }}H §]—6_}-E" ?—H(Bio_terroﬂsm) E—‘i %:7_(1]-%]—}“ !“H(AgI‘O—TCITOI'iSm)Q—‘ EH%‘/‘IK“%’% D]’%‘.‘é‘]‘
7] S1=t AA A A

Q7| e 9 ARl Tele] 228 B9 19
O e sh=A A7t A

O T2 Z7lelo] olg i 2 I (International Fellow Program)- U =34 A 19

o shEe] Y1 5

Ij (

LINTCC7} CS19] A h&-5& st Z2AA= O AES=E AR 4, @ A

(targeting) ZHg, @ AA| HAHexamine) HAE A3

O n=o 2 pQUEE= S e o=aol A A2 24412t Aol #hAll=7 =(CBP) <]l
AL ==, CS19] G114 %1 =388 9Jal] NTCC= ATSE S-aff 3HEof thigt 913
= |(risk score) & TFe}

O NTCCE= 18 A17F =2 Aelold ol et " eke] o of Fof thgt 7=
AR Rslal, B A He BAl= 7 =(CBP) 9] CSI teame]] A
— a3t A dHoly A4 wak=o] Al e 32

O 973zl thgt Afo] R A= = (CBP) oA A5k, L adt 3¢ i
=71e] Ao HAME 8.7

O HolH o] HAk= WA HAUGHE o]- 83 AqA o m, 2702 A o] wh

2h ol off giek 8= dAF Y o = A4

39) U.S. Customs and Border Protection, ‘Performance and Accountability Report,” 2008, pp. 18~19
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LINTCCol| A Yl Shzol theh A a} 22 2A10] Aufj= 2o A7 A% 4
o, A2 AR Abm 1A ZE o 2 S0

O NTC] A (targeting) I3 A& A F|5t=

O FH It AR O] =30 12}4]ojn, NTCO| EAE 212 54 A

&, FAAA ol TRE F RO F-8HE Bes| QIX|skar qlojof 7

O Al¥(targeting) IHgoA EHE BAS E3) o

i)
ox
i
il
j‘:L
19
O
o
rr
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el
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Lo
N
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291 £47]%0] 9l R oy

-

(32l M—-4) NTC2} CSIQ| ¢ ZZMA

1. BE $£E(NTC L) 2. MH(targeting) E=(NTC LHE)

2008, p. 16, pp. 65~66

40) CBP ¥ AR, http://www. cbp. gov/xp/CustomsToday/2003/june_july/ntcfinal, xml



Il =L=2| A2 33

AL 71 U= v HAFE AlL"HE ou|ghH
2 PA|= 7 =(CBP) 9] A3 H(layered strategy)< 913
of wat =33t 4= QA = A LA

ATS)Z A|=7 =(CBP)ol| 7= thE AR L|T A = of

AR AEALRATS) 2 oh= 9 S22 RS AR Ao B43te, == ol
e

>
[
o
>
&)

.

— s F YA A" (Automated Commercial System), AFgEA| A8l (Automated
Export System), AFzF2HA A A" (Automated Commercial Environment),

Treasury Enforcement Communication System(TECS)

HALRATS) S W1F 7S STt S ARl tiRt U9 Y
of 917zl wet A aksh e
38 Yu: SEAAR) BTN, 25N, FEFUNT S 24 53

L =g Sof ek A 28 7=

o

i

[
o
S

O Ab AE: U= ol digt FH, &5 AlefAR, 8]0l nonimmigrant) o]

et = 715, HHA ol e AR

AR5 A A ARIATS) S NTCO] AEi o] A Al 74 2A) B5-S 2|2
2 6le) BER 74
O ATSInbound : A%, B8], Au} g57] 2] skl gk 24 24}
0 ATS-Outbound : A=, B2}, A4}, F27|9] EatEo] tfak 7A| 2L
O ATS-Passenger : 7], A}, A5 o] &3t (5 23 A=A

O ATS-Land : Rp=-=}of| o8k ZHA| A}

41) Department of Homeland Security, “Privacy Impact Assessment for the Automated Targeting
System,” 2006, pp. 2~10

42) QuEAFR 72006, 8 FHU|FTA-8-01 A, hitp:/www.fta, go. kr/user/storage/dict_view, asp?idx=424
43) U.S. Customs and Border Protection, 2005, ppt A&
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O ATS-International : &]= A& A|}o] F2A A& ¢35t 3= A

H Z
= as
O ATS-Trend Analysis and Analytical Selectiviy Program(ATS-ATP): -4 7|

(E M-2) ATSQ| 67X| ZAME =

A

-
i
|

Cs oA A
o E SHE AFAR 100% AA(screening)

ATSTnbound | + TfEFARAEY] 5 TSRS Sof tig AR 47, 24

* ACE, ABI(Automated Broker Interface), AMS(Automated Manifest
System) O 2 HE] A H X

* ABSZEE 3542413 (Shipper’ Export Declaration) AEE 3,
4, 77}
+ 93t §= T EWH AN, vekR 5 dHAEE s A" &3

M

ATS-Outbound

AR R 27 2A
=170 Ty Rty
ATS-Passenger o ARSI BA|AENAPIS) T S Tk7] S (Passenger Name Record; PNR),

TECSZHE FE 3

© RS Bt Awamel Hat slduelel TECs] Amel i
JEEE

TECSQ} FA K9] A-5-2}=(State Department of Motor Vehicle) © 2 5]
A 57

ATS-Land

ATSInbound& §3) 9|4 2R SBYR +7
- 91 Rt AMEE W AN A

o3, FAM, 2o 5 HH e e B, 24 A9
FEURY, FEUA A2 25U B R 4R, BAMR
AZ

ATS-International

ATS-ATP

A}&: Department of Homeland Security, “Privacy Impact Assessment for the Automated Targeting
System,” 2000, pp. 3~5 Zt=sto] AA}F A4

3) A 2= - =Xtol| thet &2

(Ju)=2o] 93 olET B4} vkl 2ok 9)3)] C-TPAT(20024), CSI(20024), 24 Hour
Rule(2002), CSI(2002), SF1(2007), Importer Security Filing and Additional Carrier

requirements(2010%) -8
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O GTAPT Al Eejuk] 2o fl2e JAHe Zaawos CTaApTe] Folshs

AA AN A= A, 2558 52 s=o] FolH

=
O $ZytofA]  AldEI Q= FERISFTHHAA E(Authorized  Economic

Operator; AEO) 2} -G-A4)

O ThA|= 7 =(CBP)-& A8 HAME 3H=9] W 917t 2A] Faste] whef 1%, 52 %
HE Bt u9AHskzol JE5T 4= A =ol axkAl skt 7hs

© 2008 o€ AA C-TAPTO] &ofshal Qli= A= oF 7,63171 ) o] 54

]_

LICsI= v|=3 ey shzol HlEas 5 Adawel AAE[JeA A7 5=

A A ol A= A=
O 1=y Al 2| o] CSI A gtof] uhd wof =2 Al ¢34 4]

O LYFFHE Y3t AR 3 9@ A 9 AEAsHEE A A (Automated

Manifest System) ¥} Z}EAH A| A EH(ATS) S 0]-&

O v|T}] H M AR] (715, X-ray T+ Vehicle & Cargo inspection system) 52 ©]-8-3}

of 4145} A2kt g4y 43

0 2008\ o€ @A wl=3} CSI A& A2 =7k 357 =01 CSI &= 5871

of Zshn, ul= 0 & 429 ¥|= 32| 85%7} CS19] #-8-& Wil 91340
— olvla)7ratul 137, G- ahat 2370, ofAlof &t 207, of &) 71akut 27

) 24 Hour Ruleo] gk n]3t.0. & s} 7H|o]17} Alutol] 2| A|%]7] 24417F Hof #1H]o]

Y sheof did g RS 252 Sol BAIFARCBP)o AlZdte A=
O CSI®] ATHAQl 2305 ol &2 Q1 22]0] gk = AHH4)

O AA Aol AstREL BAsH K} wabael 1937 oY= &Holdt £= 91

EEEEE TR E L e

44) 2007\ 124 31de] BARS FHAEE] A|25529] 2(pE e S AdA) A4d
45) U.S. Customs and Border Protection, “Performance and Accountability Report, 2008, p. 16
46) http://www.cbp. gov/xp/cgov/trade/cargo_security/csi/ports_in_csi, xml

47) +452004), p. 105
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(a3 m-5) CSI2| ME(targeting)nt T2{RZE|0[LA0]| et HAL

CSl tearm
receives information
and ATS scores
for U.S.-bound
shipments » » Lowrisk
Shipment . -
P - Low risk ar i
'rf;vﬁrg'i‘godn H»<_ further review
7,
by CSl team neaded?
C5l tearn
conducts rdDo-ﬂnjot—I:ﬁ:_ad al
research and Risk leval? eraertor nalons
consults with secUrity reason
host govemment
CBP refars to Request
hest government P Host government decides about examination (—w exam at LS. —jw
for examination No port arrival
es l
Hast govemnment scans high-risk
container with nonintrusive
inspaction equipmant
Hest govemment Yas Anomal Mo
conducts physical |4 detac.‘teds'r? g
search )
Y
l v
Host government @ainer
Yos Mo loaded onto
implements < WMD? P el
response plan

Z}&: GAO, “Supply Chain Security,” 2008, p. 62

CISPI= vjse Zejolu] sHEo] 3 - whAls B0 HAE A o SETo|A
A Aol AR A=
O CsI & % 77 WIS AlEste] 20120 71%] 2 E 7Aefo] Bl djsl 100%
SAAE A o)
— SFI-(=+71): Qasim(Pakistan), Puerto Cortes(Honduras), Southampton(UK),

Modern Terminal in Hongkong(China), Salalah(Oman), $-AF2] ZFaHL 5= (3h=t),

48) U.S. Customs and Border Protection, QA=
http://www.cbp. gov/linkhandler/cgov/newsroom/fact_sheets/trade_security/sfi/sti_scanning. ctt/sfi_scannin

g.pdf
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Brani terminal(Singapore)

e }j] lﬂ'—q apAll ZH:]] =] D}-J_}GL7] %Xl—z] 2 Z/\]_ papy| 7o]-§]-

(] Importer Security Filing and Additional Carrier requirements+= 10+2 A| =2 = &&|+=
9| 24 Hour Rule A of] 7}31o] 2 Q3 A H 5(10+2) A =17 = (CBP) o) A4 3
H 2 A= sfjoF o9

Clelse o] 9 - 11 A o] B o ale] that Q41 AEA Sto] el He
e s H
0 Q¥ ol A FAH I =Ho] 3t Hizt WA Ho] g, Hel $IFo] £X
efstel glelA S oI5t A mamef 24

=1
O "] 9 ol mE Al ti#E& APd ol ZFsetstal Bl =247 7kt Qlz et

o
o

ZS|
— HH et 712 e fid ol dis-shr] sl AR (Ministry of Finance),
A, At d |t (Japan  Coast Guard), ZA|F4tg=-(Ministry  of
Economy Trade and Industry), 72 (National Police Agency), W55 (Ministry

of Justice) @} &-Z5

L d28AI 2 = 4kl digt T4 JokE A vt 8 47 2oks

49) U.S. Customs and Border Protection, QA=
http://www.cbp. gov/linkhandler/cgov/newsroom/publications/trade/import_sf_carry. ctt/import_sf_carry. pdf

50) /NB—IE - B, BiBOTF ottt BSE MR A BEEIIITRIITEs, 20064E 8H
51) YEIAA, “Japan Customs Report 2009,” p. 15
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O F8 47 Foke @ flddEol tiet A= A, @ =8¢ sh=ofl diet AAF 7k
® CSL = 5 =AEY A%k @ ti® 244 77] 59 A= - gl AlsE

o Q1P ATl et U AT HMo| Fbg FR BHES RS OH, ol A2
20| QA ZEE B U5 NTC2F SARE 4844 A A (U - S
e L L RN RELE:

2) E+TEAME

(120059 79(BA 179) THAIA ol el il Trislo] B 7} A
Y

O A HAlE o} D7 HATE off AHFA7} A

o]
O mlHe] Aot o] FHAHEAME L AR H 27
BRI obUgt
— 20099 79 WA QEBAHL O] IETH, T, BAT, AT, 4T
3}, 2R o] 50l

) g AE o 9 R et ARE B 7)2o] Brsti, el gu
2 BRskn BAGHE ALY 15
O BT sFolite] that Zeutd ZE, o4 A Bl 915 HRAA 1
B FA 52 4
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2 9g sk 918

52) YEIAA, “Japan Customs Report 2009,” p. 53
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(E -3y Y2AFO| Zxint o5t
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JECPIEE | g ol 2 9 0 94 A9, AR R
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L RBBEAIGITE | g dopip) v 2
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© PIBLEISSCEEIE | ops 2k A4 gelo] B Ao 719 gl
A A Y3 2EUSHE, Ak G| BA T
L FEUSE A, 52 SRUY FOE 5 29 o7k Ha 4R
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R
‘ PAEE B2 LR Pt AR
« BB E 34 7HA9 ] B AR
g | * POBLERIPE 329 $29 371, 59
AR s SaQlatEe) 24
SR SUE 529 37
FUARY 371, BRUA U5, FUA AP0 B AR
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1, O|== CBP<2| National Targeting Center

U.S. Customs and Border
Protection

National Targeting Center

Seventh International Export
Control Conference

September 21, 2005

Targeting and Risk Management
Process

Establishing a National
Targeting Center

Anna Peterson, Target Analyst
Customs and Border Protection

Department of Homeland Security
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CBP - America’s Frontline

CBP Mission

» Safeguard America at and
beyond our borders

* Protect American public
against terrorists and
instruments of terror

* Enforce U.S. laws while
facilitating legitimate
trade and travel

NTC MISSION: To coordinate

and support all CBP
anti-terrorism activities

A “Day in the Life” at the U.S. Border
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CBP Targeting Strategy

Utilizes Principles of Risk Management
* Requires Advance Automated Information
« Emphasizes Automated Systems for targeting
* Processes large quantities of data
* Provides fast reaction times
* Incorporates Intelligence
« Raw Field Information
* Intelligence Community
Utilizes Layered Targeting Strategy

CBP NTC Mission Scope

Conduct tactical targeting to identify actionable targets
Conduct “sweeps” using automated systems
Coordinate with other law enforcement agencies and
offices

— DHS, Federal, other governments

Support the Container Security Initiative

Support & respond to inquiries from the field

— 24 hour point of contact

— Provide analysis and coordination

Support Special Operations
Develop Automated Targeting System (ATS) rules

The NTC supports CBP’s anti-terrorism efforts.




Automated Targeting Systems (ATS)

+ ATS is a key component in CBP's layered enforcement
strategy utilizing risk management

— A rules-based decision support system
— Integrates law enforcement and commercial data
— Utilizes historical data and trend analysis

— Incorporates CBP and other Government agency
database information

— Adapted for use in all modes: sea, land, rail, and air
— Evaluates large data sets

Automated Targeting System (cont.)

— Identifies high risk targets

— Facilitates low risk passengers and cargo for
expedited clearance or entry

— Flexible and fast system - addresses specific and
generalized threats with quick results

— Supports alerts and lookouts

— 100% screening of all cargo shipment data

— ATS continually updates its assessments when new
data is received.

— Functions as a research tool, enabling users to create
ad hoc queries to filter data to meet specific research
needs

— Can be changed rapidly to leverage new intelligence
and techniques in fluid operational environments
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Establishing an NTC

CBP

+ Risk Management Principles

« Layered Strategy

» Automated Systems
Partnerships

NTC
Experts in passenger and cargo targeting
« Database access and skills
+ 24 X7 Operations
= Liaison capability
« Actionable targeting
« Coordinated response to terrorist and national security events
+ Direct Contact Operations-to-Operations

U.S. Customs
and Border Protection

Questions & Discussion

National Targeting Center
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Border Protection
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U.S. Customs and Border
Protection

CARGO SECURITY STRATEGY
IN THE
POST 9/11 ERA

BACKGROUND REGARDING “CBP”
The Border Agency

+ U.S. Customs and Border Protection (“CBP")
is an agency of the Department of Homeland
Security (DHS)

+ Congress merged the four frontline agencies
with border responsibilities to create CBP

+ CBP was Created in March 2003

—Customs, Immigration, Agriculture, Border Patrol

+ 42,000 employees

Preventing the entry of terrorists and
their weapons while facilitating
legitimate travel and trade

P A W

CBP’s PRIORITY MISSION
Twin Goals:

* Prevent terrorists and terrorist weapons,
including WMD, from entering the United States
* Perform our priority mission without choking
off the flow of legitimate trade and without
disrupting the U.S. economy



and secure the borders in between

What is our area of coverage?

« South Carolina Border to the Florida Border- “Georgia

All ports, terminals, and marinas (private or public),
where foreign cargo, crew, passengers and crafts arrive
or depart —currently 24 ship docks, 4 airports, 14
marinas, 15 bonded warehouses, 1 FTZ + 4 subzones.

Both Air and Sea modes of transportation-Savannah
International Airport, Georgia Ports Authority,
HunterAAF, etc...

Bonded facilities -warehouses, container freight
stations, FTZ & subzones, etc.

CBP’S CARGO SECURITY
STRATEGY

Built on 5 interrelated initiatives:

24 Hour Rule

Container Security Initiative (CSI)

National Targeting er + Port Analytical Targeting Units

“Non-Intrs Exam

ustoms-Trade Partnership Against Terrorism (C-TPAT)

Our role in the Port of Savannah

ontraband, and
red during

CBP’S CARGO SECURITY
STRATEGY

~Developed after 9-11 in response to the threat of
global terrorism

—The CSS is built on the concepts of smart and
extended borders

-CSS was designed to achieve the “twin goals”

Layered Enforcement Approach

24-Hour Rule

CSI =Container Security Initiative

National Targeting Center (HQ)

Local Advance Targeting Units

Review of Electronic Manifests (PAX/Crew and Cargo)
Non Intrusive Inspection Exams

Physical Exams

Release or Detain/Seize

CTPAT -Customs Trade Partnership Against Terrorism
Apply Risk Management




Secure Freight Initiative

+ New Program

» High-Risk containers are scanned in select
foreign ports.

+ Image transmitted in “real time” to National
Targeting Center Cargo (NTCC) in US.

The National Targeting Centers
(NTC) and (NTCC)

24 X 7 tactical targeting for all transportation
modes including ocean cargo

Designed the Automated Targeting System
to address the terrorist threat

Developed and adjusts the targeting rules
and algorithms for the Automated Targeting
System

Linked to Advance Targeting Units (ATU) in
each seaport, including, for example, the
port of Savannah

Container Security Initiative

il

24 HOUR RULE

+ CBP implemented the 24-Hour Rule in 2002

+ Manifest data required 24-hours before
lading at foreign ports for all ocean
containers bound for U.S. seaports

+ CBP is implementing similar advance
electronic data requirements for cargo
shipped by air, truck and rail

Automated Targeting System (ATS)

high rigk” targets, i.e., all cargo
ng a potential terrorist risk
ystem
ased on strategic intelligence and anomaly

errorism, and CBP's
S
go shipment data
sk containers are inspected on
. seaports or at CS| ports overseas
cargo shipped via all modes of
ransportatio : , rail and air
ATS is key to CBP's antiterrorism targeting strategy

Container Security Initiative
(A Sample of Operational CS| Ports)

Asla
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New technologies provide critical

Radiation Isotope ldentitier
Detector

Mobile VACIS: provides “x-ray” image
of container or vehicle

i
+01 g2

+

Radiation Detection Technology

*CBP's goal: 100% radiation screening & detection - all carge
= Principal technologies for screening radiological materials are:

Radiation Portals

Re-locatable (fixed) VACIS :
provides “x-ray” image




Pallet VACIS : “X-RAY" IMAGE OF

PALLETIZED CARGO OR INDIVIDUAL
CARTONS

Mobile Sea Container System (MSCS)
(true x-ray technology) i

B U Comtoms and
Boater Protection

...new technology + time-tested assets — Screening Prm.’er‘f' — ‘ :

EW o
ﬁ ~ ‘ _I_.. I
Actions !
cal ::llllllmlﬂ
fctiom | OPPSTERRSEY
= 1 '
ations l I { 3

HIC svaluation Ram HTG coordinsticn w/ Port ATU

ATU !. T avi I} n
At I.l‘ T view / Ar..

C-TPAT

Customs - Trade Partnership Against Terrorism (C-TPAT): CBP's primary mission Is to prevent terrorists and terrorist weapans from
One “layer’ of CBP's Cargo Security Strategy entaring the F"_Ed Siates o
A partnership between the private sector and CBP To meet the “Twin Goals" - enforcement and facilitaion, CBP employs a
o . risk management strategy through layers
Leverages U.S. Importers' control over foreign vendors These | includ
" NEsE [ayers in
Engages the Private Sector to: e38 |2y8rs Incude -
. -Recaiving shipmen information i advanca o airival - 24 hour ruks
— Meet minimum supply chain security requirements Pushing back e bordar and sersaning conainers ovarsaas- CS1
- Secure foreign facilities/conveyances/containers Ul actvansed laigeting systems - ATS
used to import goods to the U.S, ~Gaaring house for tarpating and informetian - NTG
- Screen employees at foreign vendor locations Utikzation of bechnckagy o efeciively
— Eslablish increased security measures throughout -Pannership wilh USCE and law enler
the chain
- Use business relationships to require increased
security

Provides benefits - reduced cargo examinations to certified
C-TPAT members upon arrival.

CBP validations of supply chain security: Trust but verify

0N and pxamne Caga
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...and work with many partners

Seized Merchandise and Contraband at
Savannah

+ Trademark Violations

+ Trade Act Violations (diverted cargo to
avoid tariffs and false country of origin,
etc...)

» Smuggled goods

+ Regulated goods without proper
licenses (firearms, vehicles, FWL gtc...)

* Narcotics and Currency

Stowaways

A

Enforcement Actions for Admissibility
(Immigration) and other security risks at our
Savannah terminals

+ 80 Arrests - violations include illegal aliens
working at bonded facilities, subjects with
arrest warrants, and smuggling.

+ Detained on Board- 5000 ship's crew
« Stowaways: 510/ year

Pests intercepts

Currency Bundles




1.3 million rounds of

prohibited ammo

+ 50 Cal. Incendiary,
tracer, armor
piercing

» Other military ammo

+ No ATF Import
License

Prohibited FWL Merchandise

+ Zebra skins
+ Horns

+ Ostrich eggs
+ Furniture

+ No FWL Permit at
the time of
importation

il

Prohibited FDA Smuggled
Merchandise

P

S Non approved FDA
, "&oﬁ oy medicated creams

Non approved FDA
medicated soaps
Prohibited Skin
lightening creams
Smuggled in beans
and flour

iy

HelicoptéJr Rocket Pods and Missile Rai
Launchers with Firing System seized by
SAV CBP

Savannah seizure 2250 pounds marijuana

2 07
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QUESTIONS??
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3. AYEIQ| ThedME

Full Case Report
Case 529

The Virtual Customs Office (Sweden)

Virtual customs service delivers general eServices on demand 24:7

Executive summary of the case:

Abstract

The Virtual Customs Office - your personal Customs Office on the Internet.

The overall objective of this project was to provide a virtual customs office, offering a high level of service,
available 24x7x52, Each client was to receive the same level of service, no matter what the enquiry or
transaction being performed.

In order to achieve this it was necessary to map the range of transactions entered into by the customs
offices and their customers and develop bundles of services targeting the needs of these customers.

The customs officer belongs to one of the longest established professions in the world, full of traditions and
values. However, the world continuously moves on and so must European Customs administrations in order
to keep up with demands and adopt the working methods and levels of service delivery expected in the 21st
century. This challenge must be taken seriously especially by countries that like Sweden are dependent on
foreign trade and hence where Customs is big business. Increased service levels and trade facilitation has
been on the agenda of the Swedish Customs for years, resulting in, among other things, sophisticated
automated risk-analysis and certification of compliant operators (The Stairway®).

The project has been successfully implemented and the result is that the virtual customs office contains a
number of integrated, interdepartmental eServices adding value to the overall foreign trade process for the
Swedish business community. The project has demonstrated a high level of innovation with more than one
hundred eServices being available. In addition to this, Swedish competitiveness is enhanced by the delivery
of the service in a range of languages, currently numbering ten. The project has also increased openness
and transparency and has put in place mechanisms for feedback or complaints on any of the services
provided.

Swedish Customs coffers customers free supportive web-services for Customs business in order fo facilitate
day-to-day work and also strengthen Swedish competitiveness through The Virtual Customs Office. Unigue
service options for unigue customers based on modern technology increase gquality and efficiency at the
same time as decreasing the costs of compliance. Smart mobile solutions with high degree of scalability and
good costibenefit will make Europe a strang global economy with a bright future. Please visit www. customs-
vip.info/eGov/ for a glimpse of the future today.

Case description:

Background

Customs was found by the Swedish Government to be at the forefront regarding service levels and the use
of information technology in Swedish public services. Swedish Customs offered Swedish traders the
possibility to submit electronic Customs declarations to the Customs Information System by use of
EDIFACT from the beginning of the 19907s. This strateqgic setup has resulted in 90% of all declarations
today being submitted electronically and through automated clearance systems, 70 % of the declarations
are treated within 3 minutes. Since then increased volumes of trade, more complex legislation,
globalisation, new technology and tougher demands on public services have meant that new business
opportunities have been identified as interesting challenges.

Swedish Customs initiated the construction of The Virtual Customs Office in order to enable Swedish
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Iraders o apply seamless elactronic processes in order 1o exparience efficient and affective foraign trade
proceduras. Due to the mobility in the contemporary world it was decided at an early stage 1o use weab-
technology as ihe basis of the design of the Virual Customs Office. Swedish Customs applies the bottom
up perspective in order to put the focus on the client. Customers wera invited at the earliest stage possible
to discuss the kind of eServices and solutions desired, resulting in the overall concept of the Virtual
Customs Office, providing all services delivered by a traditional office and giving added value through the
use of modern technology. Currently more than 500 traders frequently use the numerous services
integraled into the Virual Cusioms Office.

Objectives

Through the application of customer orientated development stratagies, Swedish Customs rapidly reached
the conclusion that not all customers have similar needs, competences or even prereguisites. Howaver the
Virtual Customs Office’s overall objective was availability for every user and offering the same level of
service at all imes. The solution had to focus on availability 24/7 throughout the year and also offer
eServices that would add value for the customers regardless of their level of competence and prerequisites.
The challenge and short term ohjective was to make available services of high quality for all users of The
Virtual Customs Office, The approach used was lo creale differant segments of customears and then
develop tailer-made solutions for each of the segments based on the customer feedback. Currantly The
Virtual Customs Office provides uniguely designed eServices for the following client groups: Frequent
Traders, Infrequent Traders, Citizens, Students, Press and Media.

The long term objective for The Virtual Customs Office is to enable seamless electronic processes covering
the full value chain through use of sophisticated eServices giving total mobility. In order to achieve this,
lailor-made electronic and web-services according to the needs of each of the customer segmenls are
made available for free in the areas Information, Communication, Tools and Transaclions. Please refer o
wabsite for in-depth description. All objectives laid down for The Virual Customs Office are in line with the
overall vision of Electronic Customs established by Member States and the European Commission, a work
in which Swedish Customs played a very active part.

Resources

Financial, human and skills management exert their influence from outside and encourage solutions from
within an organisation.

The Virual Customs Office was developed by Swedish Customs within the financial framework of the
research and development budget thus new external funding was made available . This normally rather
frustrating situation turned out to be full of opportunities since Swedish Customs had to manage the full
development, implementation and maintenance of the Virtual Customs Office within a defined human and
financial resources structure, meaning that the in-house competances had 1o match the overall objsctives,
Swedish Customs in-house IT department along with key staff at the Customs Future Centre proved to be
sufficiently qualified In order 1o fulfil the objectives laid down for the Virtual Customs Office. Design,
technical development and implemeantation was performed by means of projects managed by the Swedish
Customs Head of Strategy under the guidance of the Deputy Director General with resources from all
sections of Swaedish Customs, paving the way for succassful intemal implementation, necessary
reorganisation and other strategic decisions. At the same time permanent organisational structures were
established in order to ensure maintenance of dialogue and confinual updating of the managers of the
processes of Swedish Customs. A person responsible was appointed for each of the customer segments
defined, with the task of continuously developing new solutions in close dialogue with the users, Every
piece of information and every eService of the Vinual Customs Office has been allocated to a responsible
parson or information manager, ensuring that the content is always updated and relevant. The Virual
Customs Office is proof that existing skills and competences are wholly compatible with the challenging
future and produce desired. frequently used and praised solutions.

Technical solutions - keep it simple:

The objeclive to integrate elecironic processes might imply complex technical solutions and previous
technical knowledge on behalf of the users both external and internal. However, this has not been the case
regarding the Virtual Customs Office where the need for technical skills at the user level has been kept to
an absolute minimum. The three examples below will briefly describe this and in combination with
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wwwy customs-vip.info/eGoy' Swedish Customs visualises the practical use of the Virtual Customs Office.

As mentioned before at a very early stage Swedish Customs adopted the concept of electronic
communication using EDIFACT. This was successfully implemented. However technical development also
enabled the design of an application for submitting declarations over the Internet; Swedish Customs
Internet Declarations Service. By use of logical and easy to complete web forms customers are today able
1o submit electronic declarations. The only requirements being Intermet access and ragistration at Swedish
Cusloms as users. As a means of communication Swedish Gustoms has chosen XML formal, samething
that in itself might seem natural due to the almost global focus on XML today, for instance LN ebXML,
However the application of XML based communication within Swedish Customs has been acknowledged
as innovative with the winning of the European XML Award in 2002, a benchmark that the Virtual Customs
Office and all of its enablers proudly cherish. A full description and specifications may not be given here, for
further information please contact the appointed contact person.

Regarding security at the sarliest stage possible Swedish Customs enterad into a dialogue with the
customers in order to listen to their needs, desires and suggestions. It soon became evident that due 1o
increasaed mobility and globalisation even small and medium-sized companies reguested a solution
enabling them to perform their day to day Customs business in the most flexible way possible. Of course
the use of cerificates and/or PKI were elements in the customer dialogue but the solution opted for by
Swedish Customs focuses on flexibility and independence of time and location. A security solution has
bean implemented whose only requiremeant is that the custamer should have a mobile phone and Internet
accass, The principles of the chosen solution is that a user of the Virtual Customs Office registers and in
doing so is given the possibilities both 1o personalise his information-management under the concept of My
Customs-Office and also to submit Customs declarations via the Internet. When logging in to My Customs
Office the user receives an SMS (Short Messape Service) message to his chosen mobile phone, this one
usage only code must be used in order to be able to log in. The same procedure is applied when submitting
Customs declarations. This is a solution naturally responding to the customer's needs for flexibility,
enabling all users access to on-line Cusloms services ragardless of when and whare a customer chooses
to conduct foreign trade, The only eguipment necessary is that which is found in every modern society: a
mobile phone and a computer with Internet-access! Full description and specifications may not be given

hera, for further information please visit www.customs-vip.infoaGow.

One of the major challenges in order to provide attractive, updated and relevant eServices Is t0 ensure
information management from a publishing perspective. Many interesting initiatives have failed due to the
fact that information is old, irrelevant and is in general not kept up to date. Swedish Customs therefore has
appointed responsiole people for every piece of information contained in the Virtual Customs Office, hence
ensuring updating and maintenance of information and services provided. In order to facilitate the work of
these appointed persans, great efforts have been invested in identifying and implementing easy to manage
and logical tools for publishing information on the Intermet. The solution selected, SiteCommander, enables
persons responsible for any kind of information in the Virtual Customs Office to produce, manipulate and
update relevant texts efc. by using the standard word processing software of Swedish Customs, Microsoft
Word, and then by easy convergence through SiteCommander format text suitable for publishing on the
Internet. The Content Management System enables persons responsible for any kind of information on The
Virtual Customs Office 1o produce, manipulate and update relevant texis elc. This means that Swedish
Customs has ensured the maintenance and updating of the contents of the Virtual Customs Office by
applying information managament at source, the lowest level possible, by giving personal respensibility to
appointed information owners, someathing that guarantees updating and relevance of information contained
in the Virwal Customs Oifice. Please acknowledge that full descriptions and specifications may not be
given here, for further information please contact the appointed contact person.

Interdepartmantal interaction:

Swedish Customs has through the application of process management come to the conclusion that the
Customs process does not start or even finish within Customs. The process of foreign frade is rather
complex and a number of stakeholders have an interest in the swiftness, flexibility and quality of that
process. This in combination with an old Swedish public service tradition, namely that Customs is in
principle the only authority present on the Swedish barder, means that Swedish Gustoms performs
numerous tasks on behalf of other public services, Naturally has lead to discussions with other public
slakeholders in the forelgn trade process. The resull is that the Vinual Custems Office containg a number of
integrated, inferdepartmental eServices adding value to the overall foreign trade process for the Swedish
business community. Besides the traditional Single Window solutions, such as Customs collecting Value
Added Taxes on imports on behalf of the Taxation authorities, and also collecting trade statistics on behalf
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of Statistics Sweden, Swedish Customs has in partnership with the Board of Trade and the Board of
Agriculture developed innovative eServices facilitating foreign trade regarding licenses. This means that a
customear can apply for, moniter and compute given license quantities and/or values by using My Customs
Office through the Virtual Customs Office, hence creating a Single Window with three public services
sharing a mutual front office solution. In short, the concept will be expanded regarding the Board of
Agriculture to cover an electronic process for export refunds, where information is given only once o The
Wirtual Customs Office and then shared in integrated back office functions of Swedish Customs and the
Board of Agriculture, Through the application of true single window solutions Sweadish Customs in
parinership with other public stakeholders in the foreign Irade process, manages o simplify procedures for
the Swadish business community whilst at the same time increasing overall effectiveness and quality. For
further information please contact the named contact person.

Activities

The implementation process of the Virtual Customs Office was publicly started in February 2002 when the
Swedish Minister of Trade officially inaugurated this unigue collection of eServices for Customs business.
Many internal measures had been taken belore the opening of The Virtual Customs Office under the
guidance of the prominent Mr Leif Pagrotsky, some of which are described below.

Internal organisation - mirroring the needs of the business community:

The Virtual Customs Office’s overall objective is to provide relevant eServices to everybody independent of
time: and location with a quality and effectiveness that will facilitate foreign trade for the Swedish business
communily. This of course means rather challenging demands for the arganisalion, both physical and
virtual, responzibla for the overall concept during all phases of the establishment of the Vinual Customs
Office; from development 1o implementation and maintenance.

The earliest initiative was a study performed under the management of the Swedish Customs Head of
Strategy outlining the whole concept . At this early stage is was already clear that information and
eServices must be divided into different functions in order o provide the best service possible for the
different customer groups identified, The organisational structures from the very beginning naturally
involved core teams from Swedish Customs Future Cantre and the in-house IT departmeant of Swedish
Customs, supplemented by experfise from different areas within all the processes of Swedish Customs.
One of the key tasks to master was the technical framework within which the Virtual Customs Office would
be designed. always with the goal of simple, low cost and efficient maintenance of information and
eServices (please see above regarding secunty solution, Internet Declaration and tools for publishing).

The next step was to ensure proper treatment of the different customer groups identified by appointing
responsible persons assigned with the task of continuously developing new and requested eSenvices
based on the needs of the different customer groups. In addition, responsible persons for all information
and also all services wera appointad at an early stage, in order to avoid missing information that as a result
would not be properly updated in respact of new legislation and other measures impacting the content of
the Virual Custorms Office. A clear distinction was also made between front office functionality and back
office support by means of multi skilled person operating the front end of the Virtual Customs Office and
experts with deep knowledge within specific areas as back up for more complicated or unusual cases. One
of the most impartant requiremeants to manage the Virtual Customs Office internally is the provision of
sophisticated yet user friendly means of communication so that customers will use them instead of the
traditional ones and facilitate the internal communication management. Swedish Customs has therefore,
within the framework of an eCentre, developed a number of different means that can be used to simplify
contacts with Customs through the Virtual Customs Office. Examples of this are Short Message Service
with automated responses to frequently asked questions, e-mail, site call and anline chat where a Customs
Officer enters into a virtual discussion with a customer. An effective 24 hour eCentre is in our belief one of
the most effective ways to enhance service and guality for all Customs business through the use of time
and location independent solutions.

Combine this with an eService development team whose only task is fo develop new, customer orientated
eServices and the result is a modem public service fully adapted and prepared to manage and maintain the
challenges invoked by eGovernment,

Innovation - the sky is the limit!
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With a setup consisting of modem technology, skilled staff, customer orientated eServices and logical
interface the Virtual Customs Office in itself is innovation within the field of Customs business not
comparabla with any other such inifiative. From the perspective of Swedish Customs most of the more than
a hundred eServices available on the Virtual Customs Office contain aspects of innovation in some content,
even if benchmarks are made as comparisons with other advanced customs administrations around the
warld, Some of the more innovative solutions and features are briefly described below, however please
note that the full results of innovative work on the Virual Gustoms Office may best be appreciated by
visiling www.customs-vipinfo/eGow/,

One effect of increasing globalisation and world frade in general is that cusiomears wish o communicate
with public services based on their fundamental requirements, language being perhaps the most ocbvious
one. Swedish Customns has embraced this and the Virtual Customs Office enables multi lingual
communication between customers and Custams Officers, given that the communication is performed by
electronic means, As well as Swedish, Easy Swedish and Sami, currently ten languages, including
Russian, Turkish, Finnish, German and French are available on the Vifual Customs Office, meaning that
for instance an e-mail in Spanish will be replied 1o in the Spanish language, an innavation that at leastin
Sweden is unigue in the public sector.

Another area in which the Virtual Customs Office provides a unigue Swedish public sector service is
through the Swedish Customs Television Team, an in-house team skilled in the production of web based
television programmes relating o relevant topics. Today its productions cover more than 30 different topics
available in Swedish and/or English. For the time being Swedish Customs has only started to explore this
powerful means of communication and it is foreseen that in future the combination of pictures and sound
will prove to be a most important information measure.

Swedish Customs is very orientated to electronic flows of information, especially declarations since the
automalted risk and quality management systems mean that clearance of goods will be performed mare
rapidly. However, providing multiple options for the customers 1o submit declarations electronically has anly
recently been possible as lechnological developments in the use of infarmation technology generally in the
business community move forward. It has bean necessary therefore for Swadish Customs fo offer the
possibility to submit declarations by means of Internat communication within the Virtual Customs Office as
one of its key services: Customs Internet Declaration. This ig very attractive to and much used by small and
medium sized enterprises due to the cost-effectiveness and the fact that it requires no investment in
infrastructure. Declarations are sent using XML. This programme resulted in Swedish Customs winning the
European XML award in 2002, a clear indicabion of true innovation where the concept and its practical
application was judged a winner in competition with other XML initiatives, The concept of the Swedish
Customs Internet Daclaration was promoted in a spacial campaign through a joint letter signed by both
Swedish Minister of Finance, Mr. Bo Ringholm, and Swedish Minister of Trade, Mr. Leif Pagrotsky.

targeting small and medium sized enterprises resulted in more than 100 frequent users. Also internationally
the solution has proved its worth: A Green Corridor with Russia will be established shortly where the
Customs Internet Declaration will form the basis for accredited Swedish companies to be allowed facilitated
barder crossing into Russian territary,

A challenge in the contemporary waorld with its information overload is how to manage information in the
mast effective way. In order to facilitate that challenge the Virtual Customs Office provides solutions that will
suppart that process by means of modam technology. It is for instance possible to subscribe to different
kinds of newsletters, either through eMail or Short Message Service. Registered users may design their
own personal Customs Office covering only the Customs processes and procedures that are necessary in
order to support the specific needs of the individual customer, An examplz is a customer dealing with
exports of wood, who is only interested in changes regarding those specific Customs procedure that relate
ta his specific commodities. This tailor made approach is unigue in today’s information society,

Anothar natural element in a customer-orientated eGovarnment solution is eLeaming whare The Virtual
Customs Office covers a number of traditional training modules adapted to the needs of the customers.
Other innovative measures included in the Virtual Customs Office relate to the security solution as
mentioned before, the possibility to fill in online forms and submit them electronically and eDialogue with
the customers of Sweadish Customs, just a few of the functionalites which can be seen in greater detail by
visiting www.customs-vip.inio/eGow/,

Output and Results
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Customs - in everybody’s computer:

The Virual Customs Office shows very tangible results in the area of online support for Customs business,
somathing often only available through expertise within a Customs administration or specialised
consultants/brokers. The availability, in combination with logical functionality facilitates day to day business
for the Swedish business community engaged in foreign trade through tailor made customer onentated
eServicas. The impact of The Virual Customs Office for the customers of Sweadish Customs has not yet
bean fully explored since new eServices are constantly being developed and implementad, However, with a
starting-point in free online services with, fram a business perspective, attractive and at the same time
normally complicated areas, quality will increase at the same time as compliance costs are lowered. The
Virtual Customs Office hence creates a win win situation where both customers and Customs will benafit
through the use of modern technology in order to enhance resource allocation.

Chaice of the customer - multiple options for Custams business:

To serve a broad range of customers and users has been the guiding principle during the development and
implementation of the Virtual Customs Office. This was achieved by providing a menu of choices for many
of the available eServices. For instance the possibility to communicate in several languages and through
multiple means of electronic communication, SMS, eMail, chat etc, enables everybody to have access to
information regarding Customs business regardless of whether they are an experienced multinational
customer ar a recently established small exporting company.

Sharing - a strategy for quality improvemeant:

Another result achieved through the Virtual Customs Office is the fact that the tools used by Customs
Officiale can be made available to the customers, ensuring updated, correct and relevant information
regarding for instance classification of commodities and Customs tarffs. The increase in quality of
submitted electronic declarations has been significant and currently 70% of all Customs declarations have
such high quality that automated clearance is passible. In addition to the customers sharing the expert
systems of Swedish Customs, new methods of suppon have been introduced acknowledging the fact that
systems developed in order 10 support experts are nol always logical to inexperienced users. The Virual
Customs Qffice therefore introduced the eServices Co-Surfing which means that a user can call for onlineg
support and be guided in real tima on his screen by a Customs Officer who can share the samea scraen.

Openness and transparency:

A very Important aspect for all public services in Sweden is openness, transparency and access 1o
information for all. This has alse been taken onboard by the Virual Custom Office through the provision of a
number of @Services available free for all customers and citizens. The eDiary of Swedish Customs is
available within the framewaork of the Virtual Customs Office as are several measures to enhance the
overall dialogue with those for whom we exist, the customers. Especially worth mentioning is the
introduction of the customer ombudsman, a specially appointed Customs Officer with responsibility to
support customers in their dialogue with Swedish Custorns, primarily regarding complaints and other
feadback on the service al the operational level,

Please note that the full results of the innovative rasults of The Virtual Customs Qffice may bast be
appreciated by visiting www.customs-vip.info'aGow.

Lessons and conclusions

The Virtual Customs Oifice was established as a nationally and internationally recognised initiative showing
how Customs business may be conducted in the 215t century with the use of modern technology, The wark
and the solutions of Swedish Customs are often put forward as a good example of how an overall
eGovernmeant concept may be developed and implemented. In the international context solutions
developed are to be implemented in a joint project with the Russian Customs administration as well as tha
European Commission, DG TAXUD, which has shown interest in the overall electronic Customs solutions
designed by Sweadish Customs. Among othar things the Virtual Customs Office and its basic ideas have
been adopted within a global IT strategy for the Customs Union, a work which heavily involved key
eGovernment managers working for Swedish Customs,

Learning points:
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It is considered impaortant to share the following learning points in respeact of the development and
implementation of eGovernment solutions since they are of a general nature and from the experiences of
Swedish Customs it is crucial to consider them when implementing such initiatives.

Top management support:

To ensure top management support when developing eGovernmeant solutions is of course crucial since
such initiatives are bound 1o use resources, both financial and human, in all stages of design and
maintenance. Feasibility studies with sound and clear decision points are necessary in arder to allow
decision makers to objectively review possibilities and opportunities at the same time as costs, necessary
organisational reallocations and in order to see any other strategically important issues.

Customer in focus:

Cost effectiveness is crucial when developing and implementing eSalutions since invesiments are relatively
substantial compared to traditional public services. In arder to guarantee this the importance of initiating a
customer dialogue cannot be stressed encugh since the needs, requirements and desires of the customers
will be the most important factor in deciding whether eServices will get the anticipated number of users. By
using this bottom up approach, with the customer needs at the centre and building services around those
neads, was our way of ensuring the biggest take up of our offer.

lterative development strategies:

A strong learning point Swedish Customs has reached during the development of The Virtual Customs
Office is to apply iterative development strateqgies since the area of modem Intarnet technology changes
rapidly. It is crucial therefore to apply strategies and an approach that allows for response to external
influgnces all the tima, Active and continual reviews of the state of the art together with a flexible project
management and IT development programme ensures the beast programme foundation far allowing iterative
development stralegies,

Seamless solutions with focus on flows and processes:

The processes, the services and eServices in a public authority serve many purposes. This fact should be
reflected in eGovernment initiatives in order to ensure attractive eServices where customers can use and
reuse existing business information as a meaans of increasing effectiveness and obtaining seamless
electronic processes and maximising contacts with public services.

Front and back office structures:

The most advanced eServices can only be offered to as many users az possible if the internal
organizational setup of the public service allows for it. Communication betwean front and back office is of
utmast importance since this adds value o the eGovernment solutions, if not the best of initatives might in
he end merely become a raditional, static wab site.

Multiple options - means customer safisfaction:

It is important to draw up clear strategies regarding how a public service would like to perform most of its
contacts with users and customers, i.e. electronic communication, it is equally crucial that the means to
enable such contacts and interaction are adopted by as many customers as possible, Swedish Customs
has far The Vinual Customs Office apted far multiple choices: e-mail, chat, co-surfing and eCentre along
with options for exchange of electronic information such as EDIFACT and XML.

References and links

www.customs-vip.info'eGow!
www tullverket.se

Contact Information
Organisation: Swedish Customs
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Mame: Vidar Gundersean
Address:
F O Box 12854
SE-112 98 Stockholm
Sweden

Telephone: +46 8 40 50 102
Fax: +46 8 40 50 523
E-mail: vidar.gundersen@tulverket.se
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